
 

 

Report of Assistant Chief Executive (Customer Access and Performance) 

Report to Democratic Services 

Date: 13th August 2012 

Subject:  Publication of Delegated Decision Notice to Approve the Creation of Temporary 
(24 months) PO4 Senior Information Governance Officer (Training) 

Are specific electoral Wards affected?    Yes X  No 

If relevant, name(s) of Ward(s):   

Are there implications for equality and diversity and cohesion and 
integration? 

  Yes X  No 

Is the decision eligible for Call-In?   Yes X  No 

Does the report contain confidential or exempt information?   Yes X  No 

If relevant, Access to Information Procedure Rule number: 

Appendix number: 

Summary of main issues  

1. The Information Commissioner’s Office have powers to issue monetary penalty 
notices to organisations that breach the Data Protection principles. To date twenty 
one monetary penalty notices have been issued, thirteen of which have been issued 
on local authorities. 

2. A number of the information security incidents that have occurred across the council 
during the last twelve months have been due to human error and there is a need to 
ensure staff understand their responsibilities for managing council information.  

3. An Information Governance Training strategy has been developed to deliver a 
training programme to ensure staff are aware and understand the council’s 
information governance policies. This requires a dedicated post with the requisite 
skills and experience to implement the strategy and deliver training across the 
workforce. 

4. To ensure the effective delivery of the council’s Information Governance Training 
strategy, a proposal to create and recruit to a temporary (24 months) PO4 Senior 
Information Governance Officer (Training) post into the Information Governance 
Team, reporting to the Executive Officer (Information Governance), has been 
approved by the Assistant Chief Executive (Customer Access and Performance) 
under Officer Delegation Scheme (Council) (Non-Executive Functions) – General 
Delegation to Officers 3 ( c ) (ii) to appoint staff on a temporary basis. 

 Report author:  Andy Nutting 
Tel:  07891 276168 



 

 

 

Recommendations 

5. That the decision to approve the creation of a temporary Senior Information 
Governance Officer (Training) post is formally published under the delegated 
decision making arrangements. 

 

1 Purpose of this report 

1.1 A decision to create a temporary post of Senior Information Governance Officer 
(Training) for 24 months has been approved and signed-off by the Assistant Chief 
Executive (Customer Access & Performance) through the Delegated Decision 
Notification procedure. This report forms part of the process to ensure that it 
obtains official publication as part of the delegated decision process. 

2 Background information 

2.1 The Information Commissioner has the power to issue monetary penalty notices 
to organisations of up to £500,000 who breach the principles of the Data 
Protection Act 1998. Since this power came into force on 6th April 2010, the 
Information Commissioner has issued 21 monetary penalty notices, 13 of which 
have been issued to local authorities (62%). The largest monetary penalty notice 
served to date was for £325,000 to the Brighton and Sussex University Hospital 
NHS Trust following the discovery of sensitive personal information belonging to 
patients and staff on hard-drives sold on an internet auction site. 

2.2 The council is doing much work to reduce the risk of information security incidents 
happening and has recently introduced a range of information governance policies 
and procedures to this effect. Whilst the implementation of information 
governance policies and procedures, and improved information practices, will do 
much to mitigate against the risk of information security incidents, it should be 
noted that this will not provide the Council with a guarantee of security breaches 
not happening in the future. Indeed 82 incidents have been reported across the 
organisation between July 2011 and July 2012.  Four of these incidents were 
deemed serious enough to report to the Information Commissioner. Whilst the 
Information Commissioner has closed one of these incidents, the council is still 
awaiting a decision on the remaining three incidents at the time of writing this 
report. 

2.3 Many of the reported incidents have been caused by human error and there is a 
responsibility upon the council to ensure staff are aware of and understand the 
information governance polices, procedures and standards they need to adhere 
to, as well as understanding their own responsibilities when processing personal 
and/or business sensitive information on behalf of the council. An Information 
Governance Training strategy has been drafted and key stakeholders will have 
the opportunity to comment on this during a short consultation process to take 
place soon.  



 

 

2.4 In the majority of cases where the Information Commissioner has issued a 
monetary penalty notice the accompanying report has emphasised  the need for 
organisations to implement and embed good information governance practice 
through the delivery of on-going effective training programmes. 

3 Main issues 

3.1 The council is awaiting the outcome of an investigation by the Information 
Commissioner’s Office into four information security incidents, which have 
occurred in the last twelve months. It is important that we can demonstrate that 
the council has undertaken positive proactive action to mitigate against the 
chances of similar information security incidents taking place again. To this extent 
staff have undertaken an awareness training programme. However, further 
training is required for staff processing personal or business sensitive information 
in high and medium risk areas to ensure good data handling is understood and 
carried out at all times. The Information Governance strategy outlines a three level 
programme to deliver training and development across the organisation on a risk 
based approach over the next two years.  

3.2 Whilst approval of this strategy will assist the council in demonstrating its 
commitment to improving information governance arrangements across the 
organisation, the Information Commissioner’s Office is likely to want to see 
evidence of this being implemented. To this extent it is important that a dedicated 
resource is in place that, not only has the necessary skills and experience in 
training and development, but who can also work with the Information 
Governance Team to ensure information governance policies and procedures are 
embedded into the working culture of the council. 

4 Corporate Considerations 

4.1 Consultation and Engagement  

4.1.1 Limited consultation has taken place with key stakeholders from Human 
Resources, Legal Services and Information Compliance Officers. 

4.2 Equality and Diversity / Cohesion and Integration 

4.2.1 Whilst knowledge and experience on training and development is a key 
requirement of the post, recruitment to this position will initially be through the 
council’s talent pool. Should recruitment through the talent pool be unsuccessful, 
it is intended to advertise the post internally across the organisation. 

4.2.2 The above approach suggests that there will be no equality implications arising 
from the intention to recruit to this post. Due regard will be given to equality as 
part of the recruitment process with all applicants being fairly considered. 

4.3 Council policies and City Priorities 

4.3.1 The new post will focus delivery of training on the council’s suite of information 
governance policies which support the implementation of the Information 
Governance Framework. 



 

 

4.3.2 Implementation of the Information Governance Framework will improve the 
information infrastructure and architecture of the council, which will provide more 
accurate, up-to-date and meaningful data, which in turn leads to better decision 
making and improved outcomes for city priorities and the council’s business plan. 

4.4 Resources and value for money  

4.4.1 The creation of just one additional temporary position has no major structural or 
financial implications for the Service. 

4.4.2 A job description for the post has been drafted and been through the job 
evaluation process and evaluated as a PO4 post. The cost of a PO4 temporary 
position based on spinal column point 42 is £43,260, including on costs. Funding 
for the post will be undertaken on a pro-rata basis, based on a ‘charge per head’ 
as and when training is delivered across the council. It is anticipated that money 
for this will come from Directorate training budgets.  

4.4.3 Alternative training provision was considered, such as utilising the council’s official 
training contractor QA. However QA would require assistance by specialist 
officer’s from the council at training sessions as they do not usually deliver training 
on internal policies. Furthermore, courses are charged at £575 per day for a 
maximum of only 10 delegates. This option does not provide the council with the 
flexibility to deliver training according to need and risk. Moreover, compared to 
creating an internal resource to implement the training programme outlined in the 
Information Governance Training strategy, it does not provide the council with 
value for money.  

4.5 Legal Implications, Access to Information and Call In 

4.5.1 The creation of this post can be made with the approval of the Assistant Chief 
Executive (Customer Access and Performance) with reference to the council’s 
delegation scheme.  

4.5.2 The delegated decision to approve this post is not subject to call in. 

4.5.3 There are no legal implications arising from this report. 

4.6 Risk Management 

4.6.1 Whilst the council has a draft strategy for delivering an information governance 
training programme there is a significant risk that this will not be delivered 
corporately and within a reasonable timeframe without a dedicated resource who 
has the requisite skills and knowledge to do this. 

4.6.2 The Information Commissioner’s Office may monitor the council’s progress in 
delivering training across the organisation as part of a programme to embed 
information governance practice and procedure into the organisation. This training 
is likely to be delivered on an ad-hoc basis without a dedicated resource to 
coordinate implementation of the strategy corporately.  

4.6.3 Furthermore, the purpose of the information governance training programme is to 
reduce the risk of future information security incidents. The appointment of a 



 

 

dedicated resource to coordinate training across the council’s workforce will 
increase the chances of mitigating the council against further information security 
incidents.   

5 Conclusions 

5.1 The proposal to create a dedicated post to deliver against the council’s 
Information Governance Training strategy over the next two years is necessary to 
ensure the workforce understand their responsibilities, in addition to local policies 
and procedures, when handling and processing council information. 

5.2 There is no existing post on the team’s structure that can undertake this work. The 
risk associated with not delivering a corporate training programme on information 
governance include further information security breaches and possible monetary 
penalty notices from the Information Commissioner’s Office, which would harm 
the council’s reputation, and do little to retain confidence in the council by citizens 
and business partners. 

5.3 To ensure the effective delivery of the council’s Information Governance Training 
strategy, a proposal to create and recruit to a temporary (24 months) PO4 Senior 
Information Governance Officer (Training) post into the Information Governance 
Team, reporting to the Executive Officer (Information Governance), has been 
approved by the Assistant Chief Executive (Customer Access and Performance) 
under Officer Delegation Scheme (Non-Executive Functions) – General 
Delegations to Officers 3 (c) (ii) to appoint staff on a temporary basis.  

6 Recommendations 

6.1 That the decision to approve the creation of a temporary Senior Information 
Governance Officer (Training) post is formally published under the delegated 
decision making arrangements. 

7 Background documents1  

7.1 Annual Information Security report to Corporate Governance and Audit Committee 
27th March 2012 

Draft Information Governance Training Strategy 

Information Governance Framework 

Job Description. 

 

                                            
1 The background documents listed in this section are available for inspection on request for a period of four 
years following the date of the relevant meeting.  Accordingly this list does not include documents containing 
exempt or confidential information, or any published works.  Requests to inspect any background documents 
should be submitted to the report author. 


